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Disclaimer

Copyright Notice and Proprietary Information

Copyright © 2004, 2005 Tallika Corporation. All rights reserved. This software and documentation contain confidential
and proprietary information that is the property of Tallika Corporation. The software and documentation are furnished under
a license agreement and may be used or copied only in accordance with the terms of the license agreement. No part of the
software and documentation may be reproduced, transmitted, or translated, in any form or by any means, electronic,
mechanical, manual, optical, or otherwise, without prior written permission of Tallika Corporation, or as expressly provided
by the license agreement.

Export Control Statement

All technical data contained in this publication is subject to the export control laws of the United States of
America. Disclosure to nationals of other countries contrary to United States law is prohibited. It is the reader®
responsibility to determine the applicable regulations and to comply with them.

Disclaimer

TALLIKA Corporation, AND ITS LICENSORS MAKE NO WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, WITH REGARD TO THIS MATERIAL, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Tallika Corporation reserves the right to make changes at any time, without notice, in order to improve the performance
and functionality of the product. Tallika assumes no obligations to correct any errors contained in this document. Tallika
does not assume any liability for accuracy or correctness of any engineering support or assistance provided to a user.
Tallika products are not intended for use in life support appliances, devices, or systems.
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Document Conventions

Capitalization

Some terms are capitalized to distinguish their definition in the context of this document

from their common English meaning. Words not capitalized have their common English
meaning. Whentermssuchas mé mor y wr i t e Ba daeppear Cometglpin vy r
lower case, they include all transactions of that type.

Register names and the names of fields and bits in registers and headers are presented
with the first letter capitalized and the remainder in lower case.

Numbers and Number Bases

Hexadecimal numbers are written with a lowercase® h” suf fi x, e. g., FFFh
Hexadecimal numbers larger than four digits are represented with a space dividing each

group of four digits, as in

1E FFFF FFFFh. Binary numbers are written with a lower case “ bsuffix, e.g., 1001b

and 10b. Binary numbers larger than four digits are written with a space dividing each

group of four digits, as in 2000 0101 0010b.

All other numbers are decimal.
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User Configurable Variables

User Configurable options are CAPITALIZED & ITALIZED and are in Arial Font, unlike
normal text which are in Times New Roman Font.
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AES Core Design Specification

1 Introduction

This document describes the core implementing encryption and decryption logic
following the advanced encryption standard (AES) algorithms.

The core has following features:

1. Complies with FIPS 197 publication from NIST

Nk WN

E N -

Support for 802.1 AE Specification

Support for ITU G984-3 Specification

supports AES 128, AES 192, AES 256 key sizes.
implements ECB, CBC, OFB, CFB, CTR, CCM
interface is 64-bit wide.
internal datapath is 128-bit wide.
supports following operations:
AES cipher
AES inverse cipher.

AES Counter Mode cipher.
Insert IV
Latch IV
Pass through

2 Core Interface signal specification

Table 1 Interface specification

Name

| Direection | Description.

Input Interface

aes_idata_r[63:0]

Input

This input data signal is latched when aes_load_en is
high and aes_irdy_r is high. The data is in big
endian order, i.e. first byte appears in bits

aes_data r[63:56].

aes_iload_en_r

Input

This input control signal indicates that
aes_idata_r[63:0] is valid. The data is transferred
when both aes_iload_en_r and aes_irdy r are high.

aes_irdy r

Output

This output signal when high indicates that the input
stage is ready to accept input data. The data is
transferred when both aes_iload_en_r and aes_irdy _r
are high.

aes_cipheren

Input

This signal if low indicates, that the input data must
not be encrypted (or decrypted), and must pass
through the core. This signal if high indicates that
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the input data needs to be encrypted (or decrypted).

aes_counter_mode r

Input

This signals if high indicates that encryption has to
be performed on the input data using aes-ctr
algorithm.

aes_insert_iv_r

Input

This input signal is used during encryption. The
aes_load_en_r signal would not be high when this
signal is asserted high. When high it indicates to the
core to insert 16 bytes of 1V data. The input stage
behaves similar to accepting 16 bytes of data
(aes_irdy_r would go low), except that the data is
from the Output stage cipher path registers which
has the IV.

aes_latch_iv_r

Input

This input signal is used during decryption. This
signal when high along with aes_load_en_r high,
indicates that the data (2 transfers, 8 bytes each), is
the IV to be used for decryption.

aes_ipipe_r[15:0]

Input

These are input signals transferred to the output
interface through the pipeline along the plain text
path.

Output Interface

aes_ocdata_r[63:0]

Output

This cipher text output data signal is latched when
aes_ounload_en_r is high and aes_ordy _r is high.
The encrypted or decrypted is available here. The
data is in big endian order, i.e. first byte appears in
bits aes_data_r[63:56].

aes_opdata_r[63:0]

Output

This plain text output data signal is latched when
aes_ounload_en_r is high and aes_ordy _r is high.
The input data copy is available here. The data is in
big endian order, i.e. first byte appears in bits
aes_data r[63:56].

aes_ordy_r

Output

This output signal when high indicates that the
output stage has data ready to be ransferred. The
data is transferred when both aes_ounload_en_r and
aes_ordy r are high.

aes_ounload _en_r

Input

This input control signal indicates that the external
interface is ready to accept data from output stage.
The data is transferred when both aes_ounload_en_r
and aes_ordy _r are high.

aes_opipe_r[15:0]

Output

These are output signals transferred from the input
interface through the pipeline along the plain text
path. They are valid when both aes_ounload_en_r
and aes_ordy _r are high.

Control Interface

aes_addr r[5:3]

| Input

| The address of the register accessed.
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aes_data r[63:0] Input The data to be written to the registers. The data is in
big endian order, i.e. first byte appears in bits
aes_data r[63:56].

aes_wr_r Input The control signal indicates that a write is to be done
to the register indicated by aes_addr_r with data
indicated by aes_data r

aes_en_decrypt _| Input This control signal when high indicates Encryption
is to be performed. This control signal when low
indicates Decryption is to be performed.

aes_busy r Output This signal when high indicates that there is valid
data in the AES core either in the Input stage or
Cipher stage or Output stage. This signal when low
indicates the core is idle.

3 Register Specification

All registers are 64-bit wide and are byte addressed.
Table 2 Register Specification

Register Address Register Name Description

6°’ hO AES KEY 7 0 Bits 63:0 of the AES key.
Used for AES128, AES192
and AES256.

6’ h8 AES KEY 15 8 Bits 127:64 of the AES key.
Used for AES128, AES192
and AES256.

6' h10 AES_KEY_23 16 Bits 191:128 of the AES
key. Used for AES192 and
AES256.

6’ h18 AES KEY_31 24 Bits 255:192 of the AES
key. Used for AES256.

6’ h20 AES IV 70 Bits 63:0 of initial vector
register.

6’ h28 AES IV _15 8 Bits 127:64 of initial vector
register.

6’ h30 AES CTR_ADDR Writes to this address will
set the Nonce and the initial
counter for the counter
mode operation.

Initial vector (IV) register can written either using write iv instruction with addresses
specified above or by simply using latch_iv operation with iv sent over input data
interface.

Tallika Corporation Confidential & Proprietary Page 12




AES Encryption/Decryption Core

~tallika

CORPORATION

4 Functional Description

Following functional block diagram illustrates the high level functionality of AES core.

Figure 1 Functional block diagram
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As described in the interface description and register description, key data can be loaded
using the register interface. IV can be loaded either by using the register interface or by
using sending the through the input data interface along with latch_iv operation.

For encryption or decryption of data, data is first loaded into the input stage using the
data interface along with aes_cipheren signal asserted. Once 128-bit data is accumulated
in the input stage, data is sent to cipher stage if the cipher stage is idle. This starts the
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cipher state machine which in turn starts key expand function which supplies 128-bit
expanded key every cycle for the length of the cipher operation which depends on the
size of the key. Cipher datapath works on the data in combination with the expanded key
and IV and places the encrypted or decrypted data in the cipher stage registers. If the
output stage is empty, the cipher data is transferred from cipher stage to output stage. The
cipher data and plaintext data are held in output stages until the user logic consumes the
data using the output interface.

In counter mode, the Nonce and the initial counter have to be loaded using the register
interface in addition to IV and Key. Since only 64-bit IV is required for counter mode,
only AES_IV_7_0 register needs to be loaded.

When input data is sent along with latch_iv operation, 128-bit data is copied over to the
IV register in the cipher stage. It has the same effect as writing IV register using register
interface. In case of insert_iv operation, iv data is copied over to the cipher data registers
and which will show up at the output registers.

For all the above operations, the pipe data is goes through the pipeline stages from input
stage to output stage unmodified.

Following timing diagrams illustrate examples of data and register interface accesses.
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Figure 2 Input and output data interface access
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In this example, cipher operation is performed on the data. Since the datal is preloaded
into input stage registers, while cipher datapath is working on data0, cipher operation
resumes datal as soon as cipher operation is finished on data0 without any dead cycles.

Figure 3 Register interface access
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Following table provides performance (encrypt/decrypt for 64 B) in terms of number of
cycles for various key sizes.

Key Size = 128 Key Size = 192 Key Size = 256

Num Cycles 32 40 48

Tallika’s AES core is customizable for various combinations of speed, area and
supported modes. As a reference point, the core is silicon proven at 270 MHz in 0.13u
TSMC process.

End of document
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